
Three questions every digital asset leader should be able to answer

If our signing screen were
altered tomorrow, would any
signer notice?
Independent transaction decoding,
hardware signer checks and signing
policies decide whether a tampered
approval is caught or executed.

Do we monitor every wallet we
control, including operational
ones?
A complete address inventory and
on-chain monitoring decide whether
a drain is stopped in minutes or
found the next morning.

Has every contract upgrade
been audited before it went
live?
Independent audits, fuzzing and
timelocked upgrades decide
whether a one-line change stays
harmless or becomes an exploit.

US$3.4bn+
Stolen in crypto thefts in

2025

US$1.5bn
Taken from Bybit in

February 2025

50
VDA SPs registered with

FIU-IND

6 hours
Incident reporting to

CERT-In

Built for every layer of the digital asset stack
VDA exchanges and brokers · OTC desks · custodians and wallet providers · Web3 and DeFi projects · enterprise
blockchain and tokenisation platforms · NFT marketplaces and Web3 gaming studios.

The rules that drive your security calendar
Instrument Key cybersecurity expectations

PMLA · FIU-IND Guidelines 2026 · 2025 circular
(2023–2026)

Registration, AML/CFT controls, CERT-In empanelled audit

CERT-In Directions · audit guidelines (2022, 2025) 6-hour reporting, logs, five-year KYC records

Income-tax Act · DPDP Act (2022–2026) VDA tax and TDS, personal data safeguards
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B L O C K C H A I N ,  W E B 3  &  V I R T U A L  D I G I TA L  A S S E T S
C Y B E R S E C U R I T Y

Guard every key.
Smart contract audits, wallet and node security, blockchain
forensics, managed SOC and compliance support for VDA
exchanges, custodians, Web3 and DeFi projects and tokenisation
platforms.



W H AT  W E  D O

Smart contracts, wallets, nodes, forensics, SOC and
compliance

Smart Contract Audits
Ethereum, Solana and Polygon
audits, DeFi risk and upgrade
reviews.

Wallet & Key Security
Hot, cold, MPC and multisig wallets,
HSMs and signing policies.

Node & Platform Testing
Exchange apps and APIs, nodes,
RPCs, cloud and withdrawal paths.

Blockchain Forensics
Hack response, fund tracing,
evidence and root cause analysis.

24/7 SOC & On-Chain Watch
Wallet, contract, account takeover
and API abuse monitoring.

Compliance Support
CERT-In audits for FIU, AML control
reviews, ISO 27001 and DPDP.

Choose your starting point

Foundation Assurance Continuous Resilience

Why Codec Networks

CERT-In empanelled
for information security auditing services, and
empanelled with NICSI for application audit services.

Certified
ISO 9001:2015, ISO/IEC 27001:2022 and ISO/IEC
20000-1:2018.

Regulation-mapped
Every finding mapped to the PMLA and FIU-IND's
AML/CFT Guidelines and registration requirements,
CERT-In's Directions and audit guidelines, the
Income-tax Act, the IT Act, the DPDP Act and your
agreements with banks and partners.

One connected partner
Testing, audits, SOC, forensics and privacy linked
from finding to closure.

Book a scoping session
Share your platform, wallets, chains, contracts, partners
and obligations. We will propose a practical audit, testing
and monitoring plan for your digital asset business.

New Delhi: 507, 5th Floor, New Delhi House,
Barakhamba Road, Connaught Place – 110001
Gurugram: 707, 7th Floor, Silverton Tower, Golf Course
Extension Road, Sector 50 – 122018
Call: 011 430 496 96 · +91 99716 76124 · +91 88007
88220
Email: mktg@codecnetworks.com ·
www.codecnetworks.com

Regulatory references reflect public instruments as of October 2026; applicability depends on each entity's licence, category and activities. Services
support risk reduction and assurance and do not guarantee prevention of all incidents or regulatory compliance. Sources: Chainalysis 2026 Crypto
Crime Report (December 2025), FBI public service announcement of 26 February 2025, Ministry of Finance statement of October 2025, CERT-In
Directions (2022). Confirm obligations against the official instruments.

Smart contract audit, web and wallet
app test, admin key and upgrade
review, launch-day monitoring. For
Web3 start-ups, DeFi and NFT
projects.

CERT-In audit for FIU registration,
exchange and API VAPT, wallet and
custody review, managed SOC. For
exchanges, brokers and wallet apps.

Red team of withdrawal paths, MPC,
HSM and key ceremony review, ISO
27001 and SOC 2, hack response
retainer. For large exchanges,
custodians and DLT platforms.
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