
Three questions every firm leader should be able to answer

Could a hijacked mailbox
redirect a client payment?
Phishing-resistant MFA, mailbox-
rule monitoring and call-back
checks decide whether BEC
becomes a loss.

Who could copy our client files
tonight?
Access reviews, data loss
prevention and bulk-download alerts
turn silent exfiltration into a caught
event.

Could we pass our biggest
client's security audit?
ISO 27001, SOC 2 and DPDP
evidence decide whether the next
mandate is renewed or lost.

US$3.05bn
BEC losses reported to

FBI in 2025

11.5m
Documents leaked from

one law firm

£14m
UK fine on outsourcer

Capita

6 hours
Incident reporting to

CERT-In

Built for every practice and service line
Law firms · chartered accountancy and audit firms · consulting · recruitment and staffing · payroll and HR outsourcing ·
business support and shared-services organisations.

The rules that drive your security calendar
Instrument Key cybersecurity expectations

CERT-In Directions · audit guidelines (2022, 2025) 6-hour reporting, 180-day logs; independent audits

DPDP Act and Rules · confidentiality duties Fiduciary and processor duties; CA Act, BCI rules, BSA Section 132

RBI · SEBI · client contracts Vendor controls for banks and regulated entities; SOC 2 and ISO 27001

Coding Threats. Decoding Solutions. · www.codecnetworks.com

P R O F E S S I O N A L  &  B U S I N E S S  S E R V I C E S  C Y B E R S E C U R I T Y

Keep client trust.
Confidential data protection, email and cloud security, privacy,
managed SOC and fraud investigations for professional and
business services firms.



W H AT  W E  D O

Data, email, privacy, assurance, SOC and investigations

Confidential Data Protection
Classification, DMS and data-room
access, DLP and leaver controls.

Email & Cloud Security
Microsoft 365 and Workspace
review, MFA, portal and file-transfer
testing.

Privacy & DPDP
Client, staff and candidate data,
processor contracts, breach
workflows.

Client Assurance
ISO 27001 and SOC 2 readiness,
questionnaires, RBI and SEBI
evidence.

24/7 Managed SOC
Mailbox, identity and endpoint
monitoring, BEC detection, 6-hour
reporting.

Fraud Investigations
BEC, payroll, invoice and insider
investigations with court-ready
evidence.

Choose your starting point

Foundation Assurance Continuous Resilience

Why Codec Networks

CERT-In empanelled
for information security auditing services, and
empanelled with NICSI for application audit services.

Certified
ISO 9001:2015, ISO/IEC 27001:2022 and ISO/IEC
20000-1:2018.

Regulation-mapped
Every finding mapped to CERT-In, DPDP, professional
confidentiality duties, RBI and SEBI vendor
expectations, SOC 2 and ISO/IEC 27001.

One connected partner
Testing, audits, SOC, forensics and privacy linked
from finding to closure.

Book a scoping session
Share your practice areas, clients, platforms and contract
obligations. We will propose a practical, confidentiality-
first assessment and assurance plan.

New Delhi: 507, 5th Floor, New Delhi House,
Barakhamba Road, Connaught Place – 110001
Gurugram: 707, 7th Floor, Silverton Tower, Golf Course
Extension Road, Sector 50 – 122018
Call: 011 430 496 96 · +91 99716 76124 · +91 88007
88220
Email: mktg@codecnetworks.com ·
www.codecnetworks.com

Regulatory references reflect public instruments as of October 2026; applicability depends on each entity's licence, category and activities. Services
support risk reduction and assurance and do not guarantee prevention of all incidents or regulatory compliance. Sources: FBI IC3 Internet Crime
Report 2025, ICIJ Panama Papers reporting, UK Information Commissioner's Office, CERT-In. Confirm obligations against the official instruments.

Email and Microsoft 365 review,
external assessment, privacy quick
assessment, BEC awareness. For
boutique law, CA, consulting and
recruitment firms.

Client portal testing, ISO 27001 or
SOC 2 readiness, DPDP programme,
managed SOC. For mid-size firms,
staffing and payroll providers.

Continuous testing and red teaming,
client assurance and vendor
programme, SOC with hunting,
Board and client reporting. For large
firms, networks, GCCs and shared
services.

Secure Today. Innovate Tomorrow. · www.codecnetworks.com


